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Aim: The coronavirus disease 2019 (COVID-19) pandemic caused the use of social networks in the field of information acquisition and
transmission to increase, whereas the validity of the information available is questionable. Because people’s trust in these networks is important,
this study aimed to utilize three data mining techniques to identify the hidden rules for detecting the user trust level of social networks in the
context of COVID-19. Materials and Methods: An electronic questionnaire containing 27 questions was provided to users. Out of the 12
questions selected, the final question asked about the level of user trust in social networks and was considered the target class. Based on the
range in value, question 12 was divided into five classes. The relevance of the remaining 11 questions was then assessed using three decision
tree-based data mining techniques. Results: The results showed that the random forest technique performed better than the other techniques.
Most social network users have a moderate level of trust in information regarding COVID-19; in fact, the medium class is the most widely
used target class with 60% utilization rate, which affects sensitivity and specificity. The values of these measures were much higher for this
class than for the other classes. Conclusion: The educational content, both its type and the amount, regarding COVID-19 that is provided on
social networks, impact on user trust. As the existence of inconsistent information has had a negative impact on user trust, a small percentage
of users have high trust in these networks.
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Understanding the information dissemination process on social
networks and its effects on public behavior can aid the design
of effective strategies to implement public health interventions.
Social networks strongly influence people’s attitudes,
beliefs, and behaviors toward any type of disease, including
COVID-19. Expanded information about COVID-19
can have a significant impact on people’s behavior and the
effectiveness of government measures for disease control.l”!

INTRODUCTION

Many countries were infected with Coronavirus disease 2019
(COVID-19), a new coronavirus disease, in late 2019 and
early 2020 which caused various economic, political, social,
and health challenges. The dissemination of information
regarding this disease has directly or indirectly affected some
of these challenges. Delivering the right information at the
right time to the right person can reduce or slow down the

progress of some challenges.!!! Information related to the
emergence and epidemic of COVID-19 has created tremendous
fluctuations in public opinion and has had an important impact
on the new information environment.” A huge amount of
information about the technology, medicine, social, political,
and historical context of COVID-19 is published daily on
virtual social networks with various typologies, including valid
information, cheerful information, misleading information,
quasi-information, and shocking information.
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By providing direct access to an unprecedented amount of
information, social networks reinforce the possibility of the
spread of rumors and suspicious information. Moreover,
users’ preferences and attitudes and the increasing amount
of content on social networks facilitate the dissemination of
information.?!

Determining the information-seeking process or avoidance of
information and its effects on people is an important research
challenge, especially when a news cycle changes the methods
of information reporting, dissemination, and consumption.
The term “infodemic” has been invented to describe the
risks posed by anti-information phenomena during outbreak
management.!!

The use of new methods for data analysis, including data
mining techniques in virtual social networks, has recently
been considered, and thus, the volume of data in this space
is expanding.[) Data mining uses various statistical methods,
machine learning, and artificial intelligence to discover
the hidden relationships between data.l”? Classification and
clustering are two common methods in data mining that are
widely used in various sciences.”®! The decision tree is one of
the most widely used classification techniques.”

Shu et al. used a linguistic-based data mining method for fake
news detection. Characterization and detection are two phases
of fake news detection.'” Sutar used the k-means method to
categorize information extracted from university students in
social media.l'"! Espindola suggests a framework for the side
effects of drugs. He used social media data to extract positive
and negative responses about these side effects.!'!

It is important to trust or distrust social networks due to the
large volume of rumors found on them and the high rate of
use these networks have among users.[¥] In most cases, these
rumors can rile up the emotions, change the mood, and stick in
your head. Several factors affect user trust in social networks.
No paper assesses Iranian user trust regarding COVID-19.
Three decision-tree techniques were used to extract hidden
rules for detecting the trust level of virtual social networks
regarding information on COVID-19. These hidden rules help
make better decisions about pandemic news.

Article extracted from a research project “Investigating the
role of social networks in shaping people’s attitudes toward
COVID-19” with code IR_-MUIL.LRESEARCH.REC.1398.781.

The standard data mining process method released by Romero
et al.'" was applied in this study to gather and analyze data
as described below.

Data were collected from an electronic questionnaire that
investigated the effects of social networks on the attitude
of people regarding COVID-19. The data were related to
participants over 10 years of age in a 27-question framework.

Data mining determined the accuracy of the hypothesis.
Participants are Iranian users of social networks consisting of
Telegram, WhatsApp, Instagram, and Iranian Social Networks.
Cronbach’s alpha equal to 0.86 confirmed the content and
constructive validity and reliability of the questionnaire.
The participants were randomly selected from 29 provinces
across the country. The questionnaire link was distributed on
various social networks. Everyone entered the questionnaire
and completed it if they wished.

The questions were divided into subgroups of demographic
and open questions and were answered using a Likert-type
scale with the values of very high, high, medium, low, and very
low. Overall, 1000 questionnaires were considered through
March 24, 2020.

Data preprocessing has two parts. The first part is removing,
where some unrelated questions are removed. Eleven questions
were removed and 16 multiple-choice questions (Likert scale)
remained. The second part is target selection and the last
question is selected as target. The last question was selected
as the data mining target,!) and four questions not related
to the target question were removed. Finally, 11 questions
remained [Appendix Table 1].

The decision tree is a simple and robust method of multivariate
analysis that presents classification results by simple and
comprehensible graphs.['™] This approach is used in many
areas, including pattern recognition, pattern classification,
classification, decision support systems, and expert systems.
Iterative Dichotomiser 3 (ID3) is one of the simplest
decision-tree algorithms, which selects and classifies the
first attribute with the highest information load.!'®! Another
algorithm is the random forest decision tree, which is a
machine-learning method. In this algorithm, different trees
of datasets are created with different properties, and the
best decision from the trees determines the index to be
associated with the class.['”? Chi-square automatic interaction
detection (CHAID) is a decision tree-based method that divides
the data space into different subsets in different iterations. It
starts from the root node and creates two or more nodes in
each segmentation. The algorithm uses the Chi-square test to
decide on each subdivision for identifying child nodes.!'8) A
version of a neural network contains three layers called the
input layer, the processing layer, and the output layer. The
dependent variable (target) corresponds to the output layer,
and the independent variables correspond to the input layer.[']

RapidMiner, version 7(Altair Engineering, USA,
Massachusetts), was the software tool used to analyze data
classification. Decision tree algorithms were used to construct
classifiers. The last question was selected for the class label.
This question had five values (very high, high, medium,
low, and very low), and each of these values was selected
as one of the classes. The 11 remaining questions had five
values considered class labels to split the decision tree.
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Therefore, for each subject, five child nodes were created.
Five techniques (CHAID, ID3, Random Forest, Neural Net,
and AutoMLP [multilayer perceptron]) were used. There of
the five (CHAID, ID3, Random Forest) were according to a
decision-tree algorithm. These techniques predict a class label
from the root of the tree. The random forest technique worked
randomly and used several trees for decision-making. Two of
the five (AutoMLP and NeuralNet) were according to neural
network algorithms.

The data were split into training (learning model) and
testing (evaluating model) set in the ratio of 70% to 30%. The
training data and the last question (class label) were input into
RapidMiner software. We use three techniques were performed
on the training data, and the results were represented in both
text and graphs. The steps of rapidminer for ID3 techniques are
shown in Figure 1. Select attribute module choose attributes
and set the role module to specify the set the target attribute.
ID3 module does implemented based on specified attributes.

Hidden patterns extraction

Hidden patterns were extracted according to the trees created
in previous steps. These patterns then determined the rules for
producing the final class. The rules illustrated the impact of
answering the questions on the target question.

ResuLts

Seven measures were used for evaluation. Accuracy was
considered the ratio of true values compared to all values.
Precision specified how many returned results were positive.
Sensitivity specified how many positive results were returned,
and specificity was how many negative results were returned.
Spearman’s correlation coefficient was used in this study.?”
The correlation coefficient was used to determine the direct
or inverse relationship between two variables as well as the
severity of the relationship between them. Other measures are
F-score and G-mean.

GM = \/ sensitivity X specificity

The statistical population of this study comprised 1000
respondents to the questionnaire, the demographic
characteristics of whom are listed in Table 1.

Data were divided into two parts: training (70%; 700
respondents) and testing (30%; 300 respondents). The
Appendix Table 1 lists the 12 selected questions. The first 11
questions were considered input, and the last question was
taken as output or class. Table 2 presents the amount of trust that
questionnaire respondents have in social network information
regarding COVID-19. Most respondents (approximately 60%)
reported a medium level of trust in social networks. Thus, the
medium class is the most frequent in this study. Approximately
18%, 13%, and 59.8% of respondents expressed a low, high,
and medium level of trust in social networks regarding
COVID-19 information, respectively.

The CHAID, ID3, and random forest techniques, which
are based on the decision-tree approach, were then used to
extract hidden rules between classes and the responses to
the other questions. Rapidminer software was used to apply
these techniques. The random forest method (62.33%) was
found to be the most accurate technique. Due to its random
nature, the random forest algorithm was executed 10 times,
and the average of runs was taken as the accuracy [Table 2].
The integration of 10 random trees can lead to the better
performance of this method.

The results for each technique based on the precision measure
are presented in Table 2. The random forest technique had
the greatest precision in the low class, and the ID3 technique
had the greatest precision in the very high class. Moreover,
in the medium class, the CHAID technique performed better
in terms of this measure [Table 2]. The minimum distances
of 60% and 40% of the random forest technique in the low
and high classes, respectively, were significantly different
from the other techniques [Table 2]. CHAID got the highest
F-score in the medium class and random forest also in
this class reached the best performance based on fl-score.
AutoMLP in high class got better performance than other
methods [Table 2].

Table 3 represents the performance of classification sensitivity
and specificity measures of the datasets using classification
algorithms such as random forest, CHAID, ID3, Neural Net,
and AutoMLP. In all three techniques, the best performance in
terms of sensitivity and specificity was in the medium class,
where the random forest technique performed better than the

Retrieve

c out

Select Attributes

Set Role

res

res

D3

Q tra mod

Figure 1: /terative Dichotomiser 3-rapidminer
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Table 1: Demographic information of respondents to the questionnaire

Age -on Gender Job Grade
average Female, Male, Unemployed, Employed by Self-employment, Bachelor degree Master’s degree
n (%) n (%) n (%) government, n (%) n (%) or less, n (%) or PhD, n (%)
37 578(57)  432(43) 180 (33.3) 180 (33.3) 180 (33.3) 180 (50) 180 (50)
Table 2: The precision, F1-score and accuracy of techniques
CHAID ID3 Neural Net AutoMLP Random forest
Accuracy 5 59.3 62.6 6 6
Class Random forest CHAID ID3 Neural Net AutoMLP
Precision  F1-score  Precision F1-score  Precision F1-score  Precision  F1-score  Precision  F1-score
(%) (%) (%) (%) (%) (%) (%) (%) (%) (%)
Very low 55.56 35.71 40.00 35.29 38.89 35 31.85 35.29 47.06 42.1
Low 75 15 40.48 41.46 18.60 19.51 15.79 1111 47.18 25
Medium 61.22 77.03 70.56 75.59 62.30 65.51 67.86 71.5 67.71 74.71
High 77.78 35.89 48.28 47.45 40 57.58 55.88 51.25 62.29
Very high 83.33 50 60.00 30 66.67 36.36 5 7.21 1 3.23

CHAID: Chi-square automatic interaction detection, ID3: Iterative dichotomiser 3

other two techniques in this class [Table 3]. The random forest
technique had the highest sensitivity for the medium class. This
indicates that this technique has returned approximately 98%
of the positive results for this class [Table 3].

The rules have been arranged in Table 4 based on confidence
scores. The 22 rules were extracted; however, the rules
that support were more than 35 only considered. The best
confidence rule was “If the reliability of tips and training gotten
from social networks is medium, the amount social networks
affect your awareness of COVID-19 signs and symptoms is
much, and the spread of rumors about COVID-19 by these
networks is high. Then, the reliability of information about
COVID-19 on social networks was medium.”

Rule 7 represents that the high reliability of social networks
depends on the high introduction of preventive and high-risk
behavior of COVID-19 if the contradictory content of social
networks is medium.

Table 5 confirms the results shown in Table 4. Most of
the questions listed in Table 5 have a higher correlation
coefficient than other questions with the class (target) question.
Furthermore, the negative correlation coefficient of question
9 is justified by rule 13.

This paper used data mining techniques to assess the effects
of social networks on public behavior regarding COVID-19.
The results of the current paper show that a large number
of users have a moderate level of trust in social networks
regarding COVID-19. The best confidence represents that if
the reliability of tips and training gotten from social networks
is medium, the amount of effeteness of social networks on
your awareness of COVID-19 signs and symptoms is much,

and the spread of rumors about COVID-19 by these networks
is high then the reliability of information about COVID-19
on social networks is medium. These rules show that the
amount of effeteness of social networks on your awareness of
COVID-19 signs and symptoms is much, the spread of rumors
about COVID-19 by these networks is high, the reliability
of tips and training gotten from social networks is medium,
and the reliability of information about COVID-19 on social
networks is medium.

Only 12% trust these networks much and accept them as a
basis for getting information about COVID-19. These people
have had a negative effect on other people’s opinions. Given
the rapid growth rate of rumors on social networks!'* and the
impact these rumors have, overreliance on these networks
can have devastating effects on people’s lives. The source
of information in this network is unclear, so not just any
information can be trusted.

A new survey was conducted by the US Pew Research Center
on social networking information about COVID-19. The results
indicated that more than half of the people who participated in
the survey did not trust the information received from social
networks and believed that this information was fake.?!

Studies have shown that mutual trust is one of the prerequisites
for social network success.” Social influence and ease of
use had significant and positive effects on trust in social
networks. A positive and significant relationship was also
found between the variables of trust in and continued use
of social networks.[?)! The findings of the current study
represent that the more reliable the tips and training gotten
from social networks are, the more reliable the information
about COVID-19 on social networks will be. Rule 9 represents
that If the reliability of tips and training gotten from social
networks is very high, the amount you and your family take
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care of personal health issues is high and decreases the amount
you and your family commute to public places a high amount,
the reliability of information about COVID-19 on social
networks is very high.

The findings also showed that the more people receive
contradictory information from social networks, the lower
their confidence will be in the networks. The qualitative
research results of interviews with 115 chat users showed that
participants tend to receive valuable information. Unpleasant
information such as advertising and bad news weakens the
motivation to continue using a network and affects the level
of trust.**l Rule 8 represents that if contradictory content
regarding COVID-19 have you received from social networks
is high, have social networks contributed to inform you about
COVID-19 care centers is low and use of social networks has
led to the spread of rumors about COVID-19 is high, and the
reliability of information about COVID-19 on social networks
is low. These results show the effectiveness of contradictory
content regarding COVID-19 on the reliability of information
about COVID-19.

Chang and Chuang found that trust, social interactions,
and reputation had positive effects on the quality of
knowledge-sharing behaviors in social networks.?! Trust
levels influence the willingness and behavior of individuals.
Many studies represent that social trust is an important factor
in the success of knowledge dissemination, and social networks
have a direct effect on this attitude.”) A study at the Azad
University of Mashhad showed that there is a relationship
between trust and the amount of usage of social networks.?”

The decision tree is one of the best classification methods in
data mining for modeling. Using a variety of algorithms, this
method can create robust models with different datasets and
perform accurate data classification. Among different machine
learning methods, decision-tree algorithms provide the best
results in classifying data.l?! The decision tree often performs
much better than most other machine learning algorithms and
makes stronger models for a small amount of data.*”!

Five data mining techniques, CHAID, ID3 and the random
forest technique, neural network, and AutoMLP were used in
the current study to predict user confidence based on 12 selected
questions. The random forest technique was found to be more
accurate than the other tested techniques. One reason for the
higher accuracy of this algorithm is that it uses several trees to
make a final decision.*”! Maroco et al. showed that the random
forest technique was more accurate than other machine learning
techniques.B The F1 score of all techniques in the medium
class is higher than other classes. The precision of CHAID
method in the medium class is more than other techniques.

Because the medium class covers 60% of the core classes, the
sensitivity for all techniques in this class will be higher than the
other measures. In fact, the rate of negative detection modes,
namely, the absence of a class, was reduced. Thus, sensitivity
measure was affected.’? The specificity measures for the very
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Table 4: Extracted rules

Rules Conditions Result Confidence

Rule 1 If the reliability of tips and training gotten from social networks is medium, the amount The reliability of information 0.87
social networks affect your awareness of COVID-19 signs and symptoms is much, and about COVID-19 on social
the spread of rumors about COVID-19 by these networks is high networks is medium

Rule 2 If social networks affect your awareness of COVID-19 signs and symptoms a medium The reliability of information 0.81
amount and in decrease the amount you and your family commute to public places a about COVID-19 on social
medium amount networks is medium

Rule 3 Effective have social networks been in raising your awareness of COVID-19 signs and The reliability of information 0.75
symptoms is high, contradictory content regarding COVID-19 have you received from about COVID-19 on social
social networks is medium networks is medium

Rule 4 If the amount social networks affect your awareness of COVID-19 signs and symptoms The reliability of information 0.76
is high, decreases the amount you and your family commute to public places a high about COVID-19 on social
amount, and the amount you and your family take care of personal health issues is high networks is high

Rule 5 The effectiveness of social networks been in introducing to you preventive behaviors for The reliability of information 0.56
COVID-19 is very high and the use of social networks has led to the spread of rumors about COVID-19 on social
about COVID-19 in medium networks is medium

Rule 6 If the reliability of tips and training gotten from social networks is high and the The reliability of information 0.56
contradictory content of COVID-19 received from social networks is low about COVID-19 on social

networks is medium

Rule 7 If social networks been in introducing to you preventive behaviors for COVID-19 is The reliability of information 0.54
very high, social networks been in introducing to you high-risk behaviors for COVID-19 about COVID-19 on social
is very high and the amount of contradictory content regarding COVID-19 have you networks is high
received from social networks is medium

Rule 8 contradictory content regarding COVID-19 have you received from social networks is The reliability of information 0.52
high, have social networks contributed to inform you about COVID-19 care centers is about COVID-19 on social
low and use of social networks has led to the spread of rumors about COVID-19 is high networks is low

Rule 9 If the reliability of tips and training gotten from social networks is very high, the amount The reliability of information 0.5

you and your family take care of personal health issues is high and decreases the amount

about COVID-19 on social

you and your family commute to public places a high amount

networks is very high

COVID-19: Coronavirus disease 2019

Table 5: Correlation coefficient of question to class (target) question

Row Questions

P Correlation coefficient

1 How effective have social networks been in raising your awareness of COVID-19 signs and symptoms? <0.001 0.482
2 How effective have social networks been in introducing to you preventive behaviors for COVID-19? <0.001 0.449
3 How effective have social networks been in introducing to you high-risk behaviors for COVID-19? <0.001 0.443
4 How much have social networks led to you and your family taking care of personal health issues? <0.001 0.445
5 How much have social networks led to decreasing the amount you and your family commute to public places? <0.001 0.409
6 How much have social networks led to a decline in the amount you and your family go to parties? <0.001 0.356
7 How much do you follow the tips and training you get from social networks? <0.001 0.379
8 How much do you trust the tips and training you get from social networks? <0.001 0.521
9 How much contradictory content regarding COVID-19 have you received from social networks? <0.001 —0.240
10 How much have social networks contributed to inform you about COVID-19 care centers? <0.001 0.332
11 How much use of social networks has led to the spread of rumors about COVID-19? <0.001 —0.305

COVID-19: Coronavirus disease 2019

high class for all techniques than other classes. Maroco ef al.
also showed that the random forest and CHAID algorithms had
similar specificity, but the random forest technique performed
better based on the sensitivity algorithm.!

ConcLusION

This paper shows that most users of social networks have a
moderate level of trust in the information regarding COVID-19
they obtain from these networks. The random forest technique,
used on the basis of the opinions of several trees, performed
better than other techniques. These results suggest using these

methods for other similar datasets. The educational content
regarding COVID-19 that was provided by these networks
can be effective in building trust in these networks. These
contents can be provided by physician and medical professors.
Conversely, the existence of inconsistent information has had
a negative impact on user trust. Inconsistent information can
spread as a rumor and effect user trust. Only a small percentage
of users have a high trust in these networks.
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Appendix Table 1: Selected questions

Row  Question Answers
Very low Low Medium High Very high

1 How effective have social networks been in raising your awareness of 0 0 0 0 0
COVID-19 signs and symptoms?

2 How effective have social networks been in introducing to you preventive 0 0 ] 0 0
behaviors for COVID-19?

3 How effective have social networks been in introducing to you high-risk 0 0 O 0 O
behaviors for COVID-19?

4 How much have social networks led to you and your family taking care of 0 0 O 0 O
personal health issues?

5 How much have social networks led to decreasing how much you and your 0 0 O 0 O
family commute to public places?

6 How much have social networks led to reducing the amount you and your 0 0 0 0 0
family goes to parties?

7 How much do you follow the tips and training you get from social networks? 0 0 O 0 0

8 How much do you trust the tips and training you get from social networks? O O O O O

9 How much contradictory content regarding COVID-19 have you received O O O O O
from social networks?

10 How much have social networks contributed to informing you about O O O O O
COVID-19 care centers?

11 How much has the use of social networks led to the spread of rumors about O O O O O
COVID-19?

12 In your opinion, how reliable is the information about COVID-19 found on O O O O O

social networks?

COVID-19: Coronavirus disease 2019
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